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ABSTRACT
Error detection is the process of detecting an error for the purpose of reliable communication
between transmitter and receiver. This paper proposes an Error Control Coding (ECC) technique in
flash memories using FPGA implementation. Due to several advantages, NAND based Multi-Level
Cell (MLC) flash memory is used in this paper. In flash memories, there is an increased amount of soft
errors and thus the encoder and decoder circuits of this memory must be protected. For this purpose,
fault tolerant system based on Low Density Parity Check (LDPC) product code scheme is introduced.
The main requirement of this scheme is to reduce the area. These product code scheme uses LDPC
code for performing encoding operation and thus the designed fault tolerant system for flash memories
is implemented using the programming language Verilog HDL, and the area covered can also be
synthesized using the software XILINX ISE. The obtained synthesis result proves that the hardware
complexity of this fault tolerant system of MLC NAND based flash memory is reduced.
Keywords: ECC, FPGA, MLC, LDPC, Memories.

1. INTRODUCTION
Due to the improvement in computer
and microelectronics technology, the demand
for storing the information is also drastically
increased. High storing capacity in memories
can be obtained by reducing the size of
memory cell. Among the non-volatile
memories, flash memory offers better
performance and there is an increased demand
for flash memory in solid state memories [1].
The term flash refers to the process in which
erasing the contents of the memory sector can
be done in one step. Flash memories have good
non-volatile property and high density and
rewritable characteristics of flash memory.
Flash memory finds application in many areas
such as accumulating and storing data, storage
in look up table as well as code embedding.
Flash memory is used as a prominent storage
media in computer because of its key
advantage of increased capacity and low cost.
Flash memory is considered to be inexpensive

when compared to the non-volatile memories
[2, 3].
Flash memory plays an important role
in the architecture of computer system. It can
be used instead of RAM and also considered as
a layer between magnetic disk drive and RAM
[4]. In flash memory, erasing can be performed
in blocks and the writing operation is
performed in pages. Data should be erased first
and then it is written into the block. Flash
memory arranged in blocks is written for a
specified number of times. Writing operation is
performed incrementally or sequentially.
Flash memory is divided into two
types based on logic gate used. They are
named as NAND and NOR based flash
memory. [5] has proposed the structure and the
characteristics of both NAND and NOR based
memory. NOR based flash memory arranges
the cell in parallel connection between the two
bit lines whereas the NAND memory arranges
the cell in series connection. NOR based flash
memory consists of control and floating gates.
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The floating gate is insulated by an oxide
material and is present between the control
gate and MOSFET channel. But the NAND
based memory consists of a transistor with
floating gate. During write operation, the
charges will be injected into the floating gate
and while performing erase operation, the
charges will be released. NAND cell reduces
the overhead that occurs during decoding
process. NOR based memory is designed to
provide efficient random process and consists
of separate data and address buses. These two
flash memories have several advantages as
well as disadvantages. But when compared to
NOR, the NAND flash memory is a better
option to store data. Hence NAND based flash
memory is mainly focused in this paper. The
stacked string structure of NAND flash
memory is explained briefly in [6].

correct multiple errors, which is also
considered as cost efficient. It is important to
select a correct ECC technique and is a tradeoff between reliability and complexity of
memory. This paper proposes the design of
product based code scheme for NAND based
memory by using LDPC codes.
1.2. Error correcting code
ECC technique is used to correct
errors occuring in digital communication and
provide reliable communication over the
channel. Errors are introduced in the data while
transmitting from source to receiver due to
channel noise [12]. The general idea behind the
correction technique is to add redundancy bits
to the message signal to determine the
consistency of the signal. ECC schemes are
described as systematic or non-systematic
scheme. In systematic, the transmitter sends
the original message by attaching the parity
bits whereas in systematic, the original
message is converted to encoded message
which has bits same as that of original message
signal. [13] has developed the error correcting
procedures for the conventional codes. In this
paper, fault tolerant system based on product
code scheme is proposed. The product code
uses linear block code named as low density
parity check codes.

1.1. NAND based MLC flash memory
NAND flash memory is implemented
by using floating gate transistor. The threshold
voltage and its characteristics depend mainly
on the charge stored in the floating gate [7].
The NAND cell can be programmed by
applying the bias voltage to the control gate
and the drain of the floating gate. NAND flash
memory consists of flash plans. The plan
composed of buffer to hold the data, which
results in high performance. A number of
blocks are present in plans and the block is
divided into subclass of pages and each page is
associated with a spare and main data area [8].
The main characteristics of NAND based flash
memory are described as follows: low memory
cost, high performance and reliable medium
for storage purposes[9].
To reduce the storage cost of memory,
manufacturers move from Single Level Cell
(SLC) technology to the MLC technology [10].
SLC technology can be used to store the single
bit of data information whereas MLC
technology can store multiple bit of cells and
hence requires narrow threshold ranges. Due to
larger storage capacity, MLC is cheaper than
SLC and thus finds promising solution in large
scale memory systems [11]. Programming is
done first on the LSB bit and then on the MSB
bit. Due to the usage of multiple cells, several
issues arise in NAND flash memory on the
basis of noise, reliability and endurance. To
overcome these limitations, error control
techniques are proposed. ECC can detect and

1.3. LDPC
LDPC codes are a subclass of block
code, in which the block of data can be
encrypted. It is also considered as one of the
classes of channel capacity coding technique.
Also it is considered as a prominent one
because of its better performance when
compared to other codes. One important
feature of this code is that the parity check
matrix denoted as [H] reduces the complexity
of LDPC code thus resulting in the decrease of
latency [14]. Iterative algorithm can be used to
decode the LDPC codes. The performance of
the LDPC decoder mainly depends on the
parity check matrix [H]. This performance
depends directly on the bit error rate
performance and the hardware complexity.
Depending on parity check matrix, there are
several LDPC codes used named as regular
and irregular codes, random and pseudorandom codes [15]. Assuming the code word
comprising (N-M) variable nodes and M check
2
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nodes, the code rate of LDPC code is defined
as in (1) [16].

there is no error. If the syndrome is nonzero,
then it is sent to the error location block to
determine the polynomial. Thus corrected
messages can be obtained, which improves the
reliability. [23] has employed a new error
correcting approach known as programming
initial step only). In this, the electrons which
are injected to the cell can compensate the
charge loss over time. It can also reduce the
error with minimum overhead and is more
efficient on the basis of read operation. This
technique has the capability to share the same
memory cell hence applied to either MSB or
LSB. By using this technique, over
programmable issues can be compensated. [24]
has put forward a REAL scheme, in which the
propagation user detects and corrects the error
in the received code words. The objective of
this scheme is to add the information bits into
the decoding process of LDPC so that read
performance can be improved by reducing the
decoding iterations. [25] has stated a CooECC
technique to reduce the latency of MSB pages.
This minimizes the decoding rate of MSB
pages. The data error characteristics caused
due to retention error is combined with the
decoding of LSB pages. Also in this, the
information obtained is accurate and
convergence speed can be enhanced to have
low latency. Pattern aware write strategy is
proposed in [26] to reduce the bit error
occurring in the flash memory. This can
allocate certain blocks to store the data and
perform bit operations on these data. This
technique also improves the reliability of flash
memory drives.
A multilevel FEC technique is
proposed for multiple bits used in flash cell.
This technique can obtain larger coding gain,
thus reducing the power consumption [27]. In
this after performing erase operation, the
threshold voltage will be in error state and it
consists of lowest value. Also, the threshold
voltage can be increased by the programming
operation hence moved to the programmed
states. This scheme increases the performance
of NAND flash memory.
A
multi
strategy ECC technique known as pre-check
mechanism is suggested. This scheme is based
mainly on the polar code thus the endurance of
memory can be increased [28]. By performing
bitwise operation, the efficiency can be
improved thereby eliminating the hardware
cost. Also, in this, the polar encoder is used to

(1)
LDPC of class of Euclidean geometric
is proposed, which are constructed by using the
lines and points of a Euclidean geometry
whereas encoding can be performed using shift
registers [17]. An error problem does not occur
usually in these codes when compared to other
codes. In wireless communication networks,
LDPC codes are widely used because of its
several advantages [18]. Because of the
variation in code length and code rate, LDPC
covers wide range in many applications. Some
of the application that uses LDPC are GEOmobile radio, LTE Mobile Communication,
wireless regional area network and Bit
patterned media recording [19. The remainder
of the work is organized as follows: Section II
explains some of the error correction
techniques used in the existing methods.
Section III includes the proposed fault tolerant
architecture and the product code scheme.
Section IV describes the result of the proposed
architecture. Section V concludes the paper.
2. LITERATURE SURVEY
[20] has proposed the error control
technique for retention error that occurs in
MLC based NAND flash memory. If leakage
occurs in the floating gate of the flash memory
cell, then retention error arises. In this, readretry technique is proposed to avoid the
retention error by adjusting the threshold
voltage up or down so that error can be
detected and minimized. [21] has developed an
error recovery strategy word line program
disturbance, in which the leakage can be
compensated by inducing an electron. In this,
the leakage mainly occurs due to the long
retention time of the floating gate. Thus this
method is used to reduce the retention error
rate and to improve the performance of the
NAND flash memories. [22] has used an
adaptive rate error correction scheme to tackle
the reliability problem of flash memories.
Adaptive rate refers to the changing correction
capability. In this, BCH code is used for
encoding and decoding. The syndrome is
calculated for the data retrieved from memory.
If the syndrome is zero then it assumes that
3
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encode the binary bits from the information
system and the decoding operation is
performed by the decoder thus the performance
can be improved.
[29] has employed
systematic error correcting code technique. To
perform write operation, the information is
given to the input of an encoder. The encoder
consists of EXOR tree which is used to
compute the check symbol and these are
written together with the data symbol. These
two symbol forms a code word. For reading
operation, syndrome pattern is calculated and
the same encoding setup can be used in
decoder. This method reduces the area of flash
MLC memory. Flash correct and refresh FCR
scheme is proposed [30] to tolerate the
retention error that occurs in the memory. The
basic idea of this technique is to read, correct
and reprogram the data periodically before it
gets affected by the error.
FCR are of
different types; hybrid FCR is mainly used to
reduce the data overhead mainly caused due to
reprogramming. The adaptive rate FCR
reduces the unnecessary refresh operation that
occurs in a memory. Remapping FCR reduces
error by performing remapping operation thus
resulting in high performance. A Neighbor
Assisted Error Correction (NAC) scheme is
proposed to correct error. The most important
objective of this is to re-read a memory pages
and it improves the life time by 33%. To
improve the capability of correcting error,
NAC based blocks are added to the controller
(i.e) NAC based engine and the NAC buffer.
NAC buffer size is considered as an important
parameter in this technique [31]. After
performing NAC iterations, if error occurs, it
cannot be corrected. Gradual error correction
code is used [32] that offers a best level of
correcting errors when compared to other ECC
techniques. In this method, storing of parity
bits consumes more space. It consists of five
blocks and each block is comprised of eight
pages with data as well as spare regions. By
using the parity bits, the error in this flash
memory will be corrected, and thus lifetime
can be extended.

guarantee a fault tolerant detector to handle
multiple errors hence this type of fault
tolerance detector is named as FSD-ECC.
3.1. Memory system
The fault tolerant memory system is
shown in figure 1. This system consists of
encoder, corrector and fault secured detector
circuit [33]. The brief descriptions of these
components are illustrated in the following
subclasses.

Figure 1.Fault tolerant memory system

3.1.1. Encoder
First, the information bits to be
encoded are given to the encoder circuit. After
encoding, it is given to the fault secure
detector. This detector circuit monitors the
output of encoder. If an error is detected, the
same operation is repeated until it produces the
correct suitable output.
3.1.2. Memory
If the error is not detected by the
detector circuit, the particular code word will
be stored in memory. These code words will be
present in the memory for a long time. During
this time, transient error may occur. To avoid
these, a process known as memory scrubbing is
introduced. It is the process in which the code
words can be read to detect the errors and it is
written back to the memory.
3.1.3. Corrector
After performing scrubbing operation,
some code words are considered as a
susceptible one and these are given to the
corrector circuit to detect the error and correct
it. Similar to encoding unit, a detector is also
present to monitor the operation of the

3. FAULT TOLERANT SYSTEM
Fault tolerant system is an architecture
in which the transient fault can be tolerated in
logic and storage circuits. Even if failure arises
in the component of the system, fault tolerant
makes the system to work properly. ECC
4
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corrector. After performing all these
operations, the output information vector is
displayed. The fault tolerant system is
designed using LDPC product code along the
rows and column. Since it consists of cross
parity checking, it is considered as one of the
strong error correcting technique. The
hardware overhead of this system is low and
hence finds application in many areas.

bit generator matrix denoted as G is
considered. The purpose of n-bit code word C
is to encode the k-bit information vector i and
thus can be obtained by the product of i and
matrix G which is given in (2).
(2)
The systematic format of the generator
matrix for the linear code (15, 7, 5) is given in
(3).

3.2. LDPC Product code schemes
Product code scheme is a method in
which a small length code can be grouped or
constituted to form a long length LDPC code
with high ECC capability. [34, 35] These
product code schemes offer better performance
in terms of cross parity check matrix, and also
provide low circuit overhead when compared
to long length plain codes. The main reason
behind these advantages is that the LDPC code
words used in the product code scheme has
low capability to correct the error. The general
architecture of product code scheme is given in
figure 2.
Let C1 be a linear LDPC code with
size (n1, k1) and let C2 be a linear code with
size (n2, k2), then, a linear code (n1n2, k1k2)
is formed in which each code word is arranged
in the form of rectangular array with n1
columns and n2 rows assumed that each row is
considered as a code word in C1, and each
column is considered as a code word in C2 as
shown in figure 2.

(3)
[

]

This generator matrix can be obtained
by first encoding the data array with size (k1 x
k2) along the row (column) and then along the
column (row). The cross parity matrix of size
(n1 – k1) x (n2 - k2) which is present in the
bottom right side of generator matrix is
obtained by performing encoding operation
along the row (column) and then along the
column (row).
Here let hamming distance of C1 be
d1, hamming distance of C2 be d2 and
hamming distance of the product code C1C2
be d1d2. The number of error pattern can be
enhanced by increasing the minimum weight
assigned to each code. This error pattern can
be corrected in the code array. For this
purpose, the flash memory should have high
error correcting capability. To provide this
feature, a code which can handle multiple
errors is proposed along any one of its
dimension. In memory, the data will be stored
in rows and it is necessary to use these stronger
ECC schemes along the row dimension, by
which burst and random errors can be dealt
efficiently. Further, a long code word is used in
this dimension so that better coding
performance can be obtained.
4. RESULTS
The code LDPC is not a systematic
one and decoding must be performed on the
encoded information bits. These conditions are
not necessary for fault tolerant system, due to
the presence of noises and complication in its

Figure 2.Product code scheme general architecture

An n-bit code word denoted as C, kbit information vector denoted as i and k x n
5
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operation. Figure 3 shows the encoder circuit
for the linear code (15, 7, 5).

Figure 4.Simulation result of ECC based NAND
MLC product code scheme of flash memory

4.1. RTL schematic
After obtaining simulation results,
RTL schematic representation is generated.
RTL schematic refers to the representation of
design in terms of symbols. The symbol
includes the logic gates, counters, adders etc.
Figure 5 shows the RTL schematic of this
proposed scheme.

Figure 3.Encoder circuit for the linear LDPC code
(15, 7, 5)

In this, i (i0 , i1, i2 ,........, i6) is
defined as the information vector and c
(c0,......., c6) is defined as the encoded vector.
First the information vector is copied to the
encoded vector and then the remaining
encoded vectors which are denoted as the
parity bits are considered as the linear sum of
the information vector. The XOR gate used
consists of two inputs; hence the encoder
circuit nearly takes 22 XOR gates. Table 1
describes the area of EG-LDPC code on the
basis of generator matrix. Each XOR gate
produces one parity output to produce the code
word which consists of seven information bit
along with eighth parity bit.
Table 1.Area covered by encoder, decoder and
corrector circuit on the basis of 2-i/p gate
Code
(15,7,5) (63,37,9) (275,175,17)
Encoder
45
501
3825
Decoder
22
355
6577
Serial
19
83
331
corrector
Parallel
285
5229
84405
corrector

Figure 5.RTL schematic of the proposed scheme

5. CONCLUSION
In this, ECC technique is proposed on
the basis of product code schemes. The
hardware resources used to implement this
technique get reduced in large amount. This is
considered as one of the advantages of this
technique. In this, fault tolerant system based
on LDPC product coding scheme is designed
that tolerates the error present in memory as
well as the supporting logic circuit. Loss Less
data transmission can be achieved using this
technique. Additionally, other advantages
offered by ECC based product code scheme
are security, safety and flexibility. Due to these
advantages, this technique is widely in use in

The ECC based NAND MLC product
code scheme is designed and its output
waveform can be obtained by implementing on
FPGA. Hardware description language such as
Verilog and VHDL is commonly used for
programming FPGA. After simulation process,
the output waveform obtained is shown in
figure 4.
6
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flash memories for real time transmission of
data. The fault tolerant system is simulated
based on its behavior and thus there is no data
loss in MLC NAND for designing 128 x 16
flash memories.

[8]
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